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Identity veri cation is a common practice across most industries, yet it continues
é to be one of the most tedious. This is especially true in the legal profession, where

lawyers are bound by strict “know-your-client” rules to ensure that they are providing
advice only to bona de clients whose identity can be reliably ascertained.

Identi cation  and veri cation are two separate but related concepts. Lawyers
must identify all clients regardless of the nature of the legal services they are providing. Additionally,
lawyers must verify their client’s identity when engaging in or giving instructions in respect of
receiving, paying or transferring funds on behalf of a client. Veri cation is the process of obtaining
information to con rm that the client is who they say they are, which involves reviewing independent
source document(s) or information and comparing it to the actual client. The identity of a third
party, on whose behalf the client is acting, must also be veri ed.

[E The issue

Existing identi cation requirements have typically been based on reviewing physical documents in
person. This practice has created friction points for legal professionals when dealing with new clients;
it creates an onerous and inconvenient customer experience, introduces additional processes and
liabilities for solicitors —who often photocopy and store these documents and personal information —
and doesn't fully address the risks associated with fraudulent identity documents.

Today, new digital solutions are being developed to raise the level of assurance associated with identity
authentication and provide a better customer experience. To meet the regulation changes and maintain
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professional responsibility, legal professionals should be aware of the speci ¢ solutions that are available
to them to help digitally verify the identity of their clients as securely and e ciently as possible.

Veri ed.Me is a new digital tool that addresses this; digital veri cation through Veri ed.Me allows for
the streamlining of processes, allowing clients to securely transfer personal information to help verify
their identity quickly.

& The solution: Veri ed.Me

Veri ed.Me is a service o ered by SecureKey Technologies Inc. The Veri ed.Me service was developed
in cooperation with seven of Canada’s major nancial institutions — BMO, CIBC, Desjardins, National
Bank of Canada, RBC, Scotiabank and TD. It is the only consent-based digital solution that helps verify
identity. It is built on Global Privacy by Design principles and uses a Triple Blind® approach that ensures
the receiving party doesn’t know which speci c trusted network participant is providing the information
(referred to as the “Digital Asset Provider” or “DAP”), the DAP doesn’t know the identity of the relying
party and the network provider (SecureKey) doesn't see the encrypted information as it ows across
the network.

Veri ed.Me can help increase the public's access to
legal services, improve client satisfaction and reduce
instances of fraud. By adhering to these fundamental
principles, Veried.Me can help the legal profession
to prevent fraud and to encourage public trust in the

legal system. rified.Me"
a) Fulll obligations under respective client

Veri ed.Me enables lawyers to:
o | @™
identi cation rules better than current practices;
b) Better protect the public by implementing and S
enforcing appropriate regulations consistent with

the prevention of fraud and criminal activity;
¢) Increase convenience and create value for Wel Veri ed.M
: elcome to Veri ed.Me
consumers of legal services; and _
. A new way to help you verify your
d) Cl’eate Value and/OI’ reduce ”Sk for Other identity, so you can get access to the
participants in the legal ecosystem, such as real services you want fast
estate companies. Trademark Information

Veri ed.Me increases identity assurance across all
touchpoints. Specic examples of use cases that
Veri ed.Me will supportinclude the following examples. *
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8=| Identity proo ng: client intake

Situation : Lawyers rely on traditional client identi cation and veri cation solutions for real estate,
nancial and other transactions when they are retained by a new client. However, the sources that they
currently rely on consist of driver’s licences, birth certi cates, provincial or territorial health insurance
cards, passports or similar records that are di cult to validate against the source. It is also not often
practical to arrange a face-to-face meeting to verify identity.

Solution : Veried.Me is a service that helps lawyers to remotely and more securely identify and verify
the identity of their clients. Clients with an account at any major nancial institution in Canada register
using Veri ed.Me to securely send their personal information from a trusted source (like the credentials
from their nancial institution or government agency), which can be used by lawyers to help verify their
client’s identity.

QN High assurance signatures on documents

Situation : Currently, when a law rm represents a client in a transaction, the rm typically requires
clients to sign a number of documents, such as nondisclosure agreements. Certain digital processes can
lack the security and infrastructure to provide a reliable digital signature on these documents.

Solution : Veri ed.Me allows lawyers to improve the authentication and identity veri cation of its clients
signing documents in real time, while ensuring that they know who signed the document—not just that
the link was clicked.

SecureKey and Notarius are working together to enhance the consignO Cloud platform—the rste-signature
platform to integrate and leverage trusted identity via the Veri ed.Me network. Through the platform,
clients and associated third parties can securely sign PDF documents electronically, while helping to verify
that they are a known and validated user. This ensures that the signature on the document successfully
matches the personally identi able elements presented by the party that supplied the document.
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|dentity veri cation: wire transfer
$=ji[| instructions, direct deposits and other
closing items

Situation : Receiving or transferring funds at the direction of a
client, based on instructions from an unveri ed third party, carries
serious risks. If a lawyer is not careful, their trust account can
become a vehicle for money laundering, fraud and other nefarious
activities by malicious third parties.

One speci c example where legal professionals may run into these
types of situations is when receiving instructions in regard to fees.
Ifalaw rm is expecting to receive an email with nal instructions
for a transaction from a client, when the email is received, they
will want to con rm it is coming from the expected client and not

a bad actor that compromised the client's email account. If a
lawyer becomes a target of fraudulent transactions, it may lead
to potential trust shortfalls and reported malpractice claims.

Solution : One of the most important steps a legal professional
should take to avoid the risk of inadvertently facilitating fraudulent
activities is properly verifying a client or third party’s identity
remotely, in real time. When the instruction email is received, the
legal professional is able to send the client or third party a request
through Veri ed.Me to recon rm his/her identity (through email,
text, etc.). Once the recipient receives the link, they are able to use their online credentials through their
Veri ed.Me “Connections” (e.g. a nancial institution or a credit bureau) to consent to sharing their
name, and other details with the law rm.

@ Validate clients entering conference calls
a00  (audio or video)

Situation :Law rms hold many remote discussions with customers but due to con dentiality concerns,
need to ensure the clientis the only person on the other end of the conference call. Today, the workaround
to ensure security is the implementation of passwords for these calls — but these only provide limited
assurance.

Solution : Veri ed.Me can be used to screen the individuals logging into a video conferencing platform
or to check the identity of the person dialing into an audio line. This will ensure that all calls have
the correct participants engaged and that no one else is able to enter the discussion, maintaining
con dentiality.
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About Veri ed.Me .
Veri ed.Me, by SecureKey Technologies @/ notarius

Inc., is a new Canadian service to help
you verify your identity, so you can get
things done fast online, in person and on
the phone. Veri ed.Me helps you verify
your identity quickly and securely from
any i0S or Android smartphone, using
personal information that you consent
to share from your Connections, such
as your nancial institution. You always
stay in control by choosing when to
share your information and with whom,
reducing unnecessary oversharing of
personal information in order to access
the services you want. The Veri ed.Me
service is protected with strong security
protocols to protect personal information
from being identi ed, accessed or
misused. Veri ed.Me uses blockchain
technology to securely and privately
transfer your personal information to
trusted network participants, giving you
easy access to the services you want,
when you want them. Learn more at
www.veri ed.me

For more
iInformation

info@securekey.com
1-855-796-3386
Visit www.veri ed.me/law

Some features are not yet available.
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