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Insurance is an incredibly complex, yet indispensable industry. It is one of the few 
that offers products and services covering a wide range of sectors, from P&C and 
life, to real estate and legal. For consumers, insurance has become a critical part 
of all major touch points in their lives as employment, family, health and financial 
events are increasingly interwoven. 

The reality of multiple client touch points can be challenging for organizations when seeking consent, 
collecting, organizing, assigning and protecting customer data. So, too, is the question of whether 
that data – and the resulting risk that providers are underwriting – can be trusted. This becomes even 
more complicated when factoring in the advanced technologies being implemented today as society 
shifts to a more digital landscape. 

However, tracking the identities and data of customers often means that insurance providers hold 
a significant amount of sensitive data that, if left unsecure, is subject to mass exposure if accessed 
by a bad actor. Aside from acting as the guardians of sensitive client data, insurance providers 
must also go through an immense number of on-paper, in-person and over-the-phone processes in 
order to get to the level of trust required to underwrite. Insurance is typically viewed as a financial 
security, providing guaranteed risk control and peace of mind in knowing that potential losses will be 
protected; however, the information itself is not protected with the same level of security.

Insurance providers are recognizing this; according to a survey by Gartner, digital initiatives and 
revenue growth were the top priorities among insurance chief information officers in 2018 and 
2019.1 Organizations are discovering that the traditional model of collecting numerous personally 
identifying documents to verify the identities of their clients is outdated, and that there needs to be 
a more efficient way to validate client information, ensure that all interactions are trustworthy and 
secure and get to trust faster. 

Getting to trust faster: 
Setting a high standard 
for identity verification 
in the insurance industry 
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“The launch of Verified.Me is an exciting step towards making it easier for our Clients 
to do business with us and ensuring that their access to Sun Life services is safe and 
secure. To be able to bring this to market and provide Canadians with more control 
over their digital identities speaks to the importance of industry partnerships and 
collaboration to spark innovation.” — Mark Saunders, Executive Vice President 
and Chief Information Officer, Sun Life

 The issue
 The main issue that insurance providers must 
overcome is trust – trust in the data they collect, 
in the risks they underwrite and in processes they 
undertake to validate client information. While the 
issue may seem like a simple one, it permeates 
every aspect of the insurance industry and requires 
massive amounts of investment – financial, personnel 
and time – to achieve the level of trust required in 
any insurance transaction. The paper-based, over- 
the-phone and mail-in processes to simply verify 
a customer’s identity, offer a new policy, change 
account information or process a claim come with 
stringent validation requirements that often take 
days or weeks to complete – ultimately creating a 
prolonged and frustrating experience for customers. 

There is cause for concern with regard to the security 
of customer information. Customer data is one 
of an organization’s most valuable assets and, if 
compromised, has the potential to present severe 
financial and reputational repercussions. According to 
Gartner, insurers are playing catch up when it comes 
to data, analytics and emerging technologies, such 
as blockchain, when compared to other industries 

that have matured in their technology investments in 
recent years.2

Insurers need to collectively set a high industry 
standard and guarantee the secure access and 
exchange of end-consumer digital data to maintain 
trust and transparency, while also improving business 
processes. Organizations are presented with an 
opportunity to stay ahead of the competition by 
exploring new business models and strategies around 
customer experiences and emerging technologies, 
such as implementing digital, automated processes 
that improve turnaround time and Know Your Client 
processes across all aspects of the business, from 
obtaining quotes to submitting claims. 

One approach that supports this model and 
strengthens the business case for insurers is  
Verified.Me, a new digital identity service that has the 
ability to help source and verify customer data in a 
timely and secure manner.

Beyond allowing insurance providers to get to trust 
faster, the service can strengthen risk management, 
ensure alignment with internal digital strategies 
and improve operations – all while enhancing the 
client experience.
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 The solution: Verified.Me
Verified.Me is a service offered by SecureKey Technologies. 
Developed in cooperation with seven of Canada’s major 
financial institutions – BMO, CIBC, Desjardins, National 
Bank of Canada, RBC, Scotiabank and TD – the service 
is a blockchain-based network of participants that 
helps customers verify their identities online with desired 
providers. 

Insurers stand to benefit from incorporating Verified.Me 
into their business processes by being able to implement 
a seamless, automatic, transparent and consent-driven 
solution that reduces a providers’ overall risk while providing 
them with increased understanding of customer data. The 
service is a convenient and in-market solution to the data 
risk trust problems the insurance industry faces today.

Verified.Me launched with Sun Life Financial as the first 
North American insurer and early adopter, providing new 
ways to enhance the digital experiences of the company’s 
group benefits and individual insurance clients.

Verified.Me can enable3:

• Self-service onboarding for members of groups, whether 
in life or P&C, leveraging authenticated identity and 
account information from the banks

• New self-service transaction possibilities that previously were too sensitive to allow online

• Accelerated life insurance underwriting, with the availability of authenticated identity and credit

• Product recommendations based on digital identity and pre-filling of insurance applications with 
data, without requiring further validation

• Claims service authentication to service providers, augmented by confirmation that the services 
were received by authenticated policyholders

• Identity and access authentication to portals and mobile applications using online banking 
credentials

• Fraud reduction through enhanced authentication and security

• Lessen registration time for large companies from weeks to mere minutes, automatically onboarding 
thousands of clients

• A seamless and real-time identity verification process for new clients

Verified.Me increases identity assurance across all touchpoints. Specific examples of use cases that 
Verified.Me will support include the following.4

 

Welcome to Verified.Me
A new way to help you verify your 

identity, so you can get access to the 

services you want fast.

Get Started

Support

Trademark Information
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     Streamline collection of  
     risk data
 
Situation: The current process for submitting an insurance 
claim often requires customers to connect with a broker by 
phone or in person to provide details of the claim, including 
extensive personal information, to initiate the investigation. 
Once the investigation is complete and the insurer has 
approved a claim, a second process begins to determine 
the method of payment (e.g. direct deposit, cheque, etc.), 
which is often subject to more required information and a 
prolonged wait time. 

Solution: Verified.Me provides insurers with the opportunity 
to implement a “one-click” plan member onboarding and 
claim payment process. Through the platform, insurers are 
able to collect, evaluate and inspect external data from 
customers to analyze their claim and process payment. 
Customers are able to help verify their identity and direct 
deposit details digitally, streamlining the claims process 
and reducing the ongoing back-and-forth with insurers 
throughout the process.  

     Proof of Insurance
 
Situation: The verification process for insurance does not 
end when a customer’s identity has been proven. Once 
insurance has been issued, customers are often required 
to continuously validate their plan with the organizations 
they are looking to transact with, such as displaying a pink 
slip for the purchase of a new car or license plate renewal, 
presenting a physical insurance card to prove group benefits 
with a dentist or proving home insurance when applying for 
a mortgage. Validating that a customer has insurance has 
become an onerous task and one that would be simplified 
through a digital solution.

Solution: The days of carrying physical cards are behind 
us; many organizations are now offering mobile apps and 
wallets as an alternative to cards. Verified.Me removes 
this burden by providing customers with the ability to help 
verify their benefits or insurance plan quickly and securely, 
through the touch of a few buttons on their mobile device.
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   Reduce fraudulent activity
 
Situation: While fraud is typically thought of as criminal activity that hackers and bad actors initiate, 
fraud schemes are often orchestrated by ordinary consumers in the insurance industry. Fraudulent 
claims can impact all industries and take shape in many forms, from not disclosing existing medical 
conditions in life insurance claims to claiming non-existent injuries after an automobile collision. This 
fraud continues to significantly impact the industry both financially and reputationally. According to 
the Canadian Coalition Against Insurance Fraud, general insurance fraud costs insurers, policyholders 
and Canadians over $1.3 billion each year.5 This is due to ineffective internal processes, opening up gaps 
for employees to take advantage of a flawed system. 

Solution: By using Verified.Me, insurers have the opportunity to detect and reduce fraud through a 
more secure authentication process. 

   Self-service client registration and  
   account changes
 
Situation: Onboarding clients is a cumbersome process for insurers, requiring providers to collect 
and validate forms from multiple employees, which can take several days or even weeks to complete. 
This process is then repeated if an existing client needs to make changes to their account. Following 
authentication, the information is stored in the insurer’s database – a process that can result in 
heightened reputational risk if the organization experiences a data breach and information is 
compromised.

Solution: Verified.Me is a service that can help verify a customer’s identity and/or make account changes 
with an insurance provider in a secure and convenient way, without requiring extensive paperwork. By 
downloading the mobile app or visiting the web browser, customers can consent to share information 
with the insurer of their choice, using information shared from their Connections (such as financial 
institutions). Once authenticated, customers are able to easily submit and view the status of claims, 
access account history, review quotes for services and more, with reduced turnaround times, improved 
trust and an overall simplified experience.
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About Verified.Me
Verified.Me, by SecureKey Technologies 
Inc., is a new Canadian service to help 
you verify your identity, so you can get 
things done fast online, in person and on 
the phone. Verified.Me helps you verify 
your identity quickly and securely from 
any iOS or Android smartphone, using 
personal information that you consent 
to share from your Connections, such 
as your financial institution. You always 
stay in control by choosing when to 
share your information and with whom, 
reducing unnecessary oversharing of 
personal information in order to access 
the services you want. The Verified.Me 
service is protected with strong security 
protocols to protect personal information 
from being identified, accessed or 
misused. Verified.Me uses blockchain 
technology to securely and privately 
transfer your personal information to 
trusted network participants, giving you 
easy access to the services you want, 
when you want them. Learn more at 
www.verified.me

For more  
information

info@securekey.com
1-855-796-3386
Visit www.verified.me/
insurance

“Verified.Me is a 
critical solution 
for the insurance 
industry to provide 
customers with more 
control over their 
personal information 
when signing up for 
insurance, submitting 
claims and verifying 
benefits and plan 
details. We’re excited 
to partner with 
SecureKey to bring 
this digital identity 
solution to the 
insurance industry 
and to watch it 
transform how 
companies interact 
with their clients, with 
improved trust and 
security.” 

— Jamie Rodgers, VP, 
Head of Insurance, 
Prodigy Labs

 1, 2   2019 CIO Agenda: An Insurance Perspective. Gartner, 2019, 3  Some features not yet available.,  
4 Some features are not yet available., 5 https://www.caasco.com/Insurance/Customer-Care/Insurance-Crime.aspx

https://www.verified.me
https://www.verified.me/legal
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