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When consumers are looking for immediate support, the first action they typically 
take is to reach out to a call centre. As a business, your company has likely made 
significant investments in tools and training to help customer service representatives 
resolve issues and ensure callers have a positive experience with the brand. But 
what have you done to address what is likely the biggest complaint customers have 
about your call centre?

According to the Office of the Auditor General of Canada, half of the 16 million Canadians calling 
three call centres – Canada Pension Plan and Old Age Security, Employment Insurance and 
Immigration, Refugees and Citizenship Canada — could not reach an agent during the period 
analyzed (2017-2018).1

Organizations need to overcome a variety of challenges associated with call centre support, including 
reducing wait times and providing timely support. In addition, the cost in delivery of call centre 
support can contribute to some of the largest operating fees for an organization. According to VHT, a 
global provider of callback software and services, it is commonly accepted that it costs $1 per minute 
for the average call centre to service a customer – meaning that 1,000 customer calls lasting five 
minutes each will cost an organization $5,000.2 When incorporating costs associated with recording 
and audits, feedback to representatives and manager oversight, the cost to an organization can 
skyrocket.
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 The issue
 
One of the key challenges call centre representatives need to navigate is the inherent difficulty in 
confirming it’s your real customer on the other end of the line. Most organizations place the onus on 
live agents to verify the identity of the customer, resulting in: 

1. Long wait times to reach a representative to begin the verbal authentication process; 

2. The use of knowledge-based questions that can be compromised or difficult for ‘real’ users to 
answer;

3. Further wait times as customer service representatives review the user’s file and history; and 

4. Calls abandoned by the user or inability of the system to control incoming call volume. 

With call centres becoming a key target for hackers, many organizations have implemented a lengthy 
security process to control fraud and secure digital identity. However, there is little evidence to show the 
effectiveness of these security practices, with the standard authentication process using knowledge-
based questions becoming useless – and a liability if the answers are culled from a data breach by 
fraudsters. As a result, call centres are facing a double-edged sword: how to reduce the possibility of the 
call centre becoming a channel for fraud, while at the same time improving the customer experience 
and maintaining process integrity.

As technology continues to advance, digital solutions have emerged that make it easier for organizations 
to verify the identity of their clients. Biometric solutions have emerged to make it easier for high-
frequency callers; however, it often requires a separate onboarding process that users won’t always go 
through. Customers don’t want to enroll their voice at every organization they call to be later denied 
service if they have a cold. There is a clear need for a one-size-fits-all solution that simplifies the process 
and allows call centres to improve the customer experience while maintaining service integrity against 
fraud.
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 The solution: Verified.Me
Verified.Me is a service offered by SecureKey Technologies Inc. The Verified.Me service was developed 
in cooperation with seven of Canada’s major financial institutions – BMO, CIBC, Desjardins, National 
Bank of Canada, RBC, Scotiabank and TD. Verified.Me can provide call centres with more than initial 
customer authentication. By integrating the service into an existing call centre, customers will also have 
the ability to share information from a trusted third party (e.g. financial institution profile information, 
credit file details, including credit score, etc.) to streamline access to support.

Incorporating a robust digital identity network such as Verified.Me not only improves the efficiency and 
security of an organization’s call centre operation, it also enables a significant improvement to overall 
customer experience by reducing ‘user interrogation’ and better identity integrity results. Additionally, 
by offering a callback option in conjunction with Verified.Me, customers can reduce time spent on hold, 
as well as the generally negative experience of answering security questions that put the burden of 
proof on the customer. Pre-authentication also provides the opportunity for better prioritization or call 
assignment to a specialist who can best handle the anticipated issue. 

Verified.Me enables call centres to: 

a. Reduce fraud through bank-grade customer 
authentication and security; 

b. Reduce customer friction and cost by 
eliminating the use of knowledge-based 
questions and replacing it with an easy way 
for customers to share their trusted identity 
information; 

c. Reduce cost by shortening customer wait 
times, both while ‘on hold’ in a queue and 
while accounts are accessed and reviewed; 
and 

d. Increase overall customer satisfaction 
through a more efficient method for 
managing call volume. 

Verified.Me increases identity assurance across 
all touchpoints. Specific examples of use cases 
that Verified.Me will support include the following 
examples.3

  

 

Welcome to Verified.Me
A new way to help you verify your 

identity, so you can get access to the 

services you want fast.

Get Started

Support

Trademark Information
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  Streamlining identity verification to improve  
  the call centre experience
 
Situation: Customers calling into call centres are 
typically required to answer numerous personally 
identifying questions to access the services they 
require – sometimes going through the process 
more than once to reach the right service queue. 
Organizations using the current process have no 
capability to manage incoming volume or address 
customer expectations regarding wait time.

Solution: Verified.Me is a service that can help to 
verify a customer’s identity prior to calling into an 
organization’s call centre. By scanning a QR Code 
on an organization’s “contact us” page, customers 
are guided through the process of signing in 
through the Verified.Me app. Once authenticated, 
customers can select the appropriate queue and 
request phone support via a pre-authenticated 
callback. The customer service representative is 
provided with verified customer information at 
the time of call, eliminating the time a customer 
spends on hold and answering questions.

  Two-step  
  authentication  
  requests
 
Situation: For transactions of higher importance 
and/or risk, users may be required to physically 
visit a branch or retail location to complete the 
identity authentication process initiated during the call. This can result in even more frustration for the 
customer, as the lengthy verification process must now be repeated twice. 

Solution: Instead of requiring customers to physically visit a branch, Verified.Me provides customers 
with an option to complete identity registration via the app or web browser. During the initial call, 
the representative can send a link to customers to complete their identity verification and access the 
support they require. 
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  Outbound call centres
 
Situation: One of the challenges of outbound messaging is the difficulty customers have in 
distinguishing legitimate messaging from ‘phishing’ attacks sent by bad actors. When organizations 
are making outbound calls to prospective or existing customers, ensuring they are perceived as 
legitimate becomes a challenge. 

Solution: For outbound call centres, organizations can use Verified.Me to send a verification request to 
the customer, ensuring the user knows the request is coming from a trusted source. The request would 
appear through the Verified.Me service with the organization’s logo, demonstrating its legitimacy 
and beginning a more convenient and secure authentication process. This mutual authentication 
feature makes it easy for the customer to distinguish between a legitimate call centre call from a 
fraudulent phishing call. 

 

According to a 2018 survey 
by the Institute for Citizen-
Centred Service, Canadians 
contacted the government 
most frequently through 
in-person visits (32%), 
followed by online (28%) or 
by phone (26%).4

Across four call centres 
(Canada Pension Plan and 
Old Age Security, Employment 
Insurance and Immigration, 
Refugees and Citizenship 
Canada, Veteran Affairs 
Canada), only half (50%) 
were answered by an agent in 
the 2017-2018 fiscal year.5
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About Verified.Me
Verified.Me, by SecureKey Technologies 
Inc., is a new Canadian service to help 
you verify your identity, so you can get 
things done fast online, in person and on 
the phone.3 Verified.Me helps you verify 
your identity quickly and securely from 
any iOS or Android smartphone or a 
web browser, using personal information 
that you consent to share from your 
Connections, such as your financial 
institution. You always stay in control by 
choosing when to share your information 
and with whom, reducing unnecessary 
oversharing of personal information in 
order to access the services you want. 
The Verified.Me service is protected 
with strong security protocols to 
protect personal information from 
being identified, accessed or misused. 
Verified.Me uses blockchain technology 
to securely and privately transfer your 
personal information to trusted network 
participants, giving you easy access to 
the services you want, when you want 
them. Learn more at www.verified.me

For more  
information

info@securekey.com
1-855-796-3386
Visit www.verified.me/
callcentre

“Call centres are a 
critical customer 
service channel for 
organizations today, yet 
they are one of the main 
drivers for customer 
complaints. As the first 
point of contact for 
many organizations, it’s 
critical that call centres 
improve inefficiencies 
through enhanced 
identity verification. 
Verified.Me is a great 
example of a solution 
that works. By bringing 
together trusted 
Canadian organizations,  
Verified.Me has the 
power to significantly 
improve call centres 
by reducing fraud, 
improving wait times 
and strengthening 
the overall customer 
experience.” 

— Richard Switzer, 
Senior Strategist, TWG

 1 http://www.oag-bvg.gc.ca/internet/English/parl_oag_201905_01_e_43338.html, 2 https://www.vhtcx.com/call-center-metrics/cost-per-minute/,  
3  Some features not yet available., 4+5  http://www.oag-bvg.gc.ca/internet/English/parl_oag_201905_01_e_43338.html

https://www.verified.me
https://www.verified.me/legal
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