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Veri�ed.Me 2

The market for higher education in Canada is rapidly changing. Students today increasingly don’t �t 
the “traditional” pro�le - more than ever before, consumers of post-secondary education are mid-
career, part-time, or enrolled in online course o�erings. To keep pace with this evolving demand, 
educational institutions are beginning to o�er a broader array of services that extend the campus 
experience to a digital context. 

At the same time, post-secondary institutional IT departments face unique challenges of their own. 
Administrators must prioritize resources to e�ectively manage a complex digital security environment 
in order to protect sensitive information belonging to diverse populations of students, faculty, and 
sta� accessing institutional resources both on campus and around the world.

Successfully navigating these dynamics in 2020 and beyond will require educational institutions to 
innovate, both in terms of the services they provide and the digital identity tools and technologies 
they select to support them. The more education moves online and leverages digital resources, the 
more urgent the need for administrators to know with con�dence that users are who they claim to be, 
and that only the right people have access to sensitive data and resources. Educational institutions 
can decrease expenses, enhance safety, and create new revenue streams by participation in a robust 
digital identity network. 

In this whitepaper, we’ll outline the most pressing challenges universities and other educational 
institutions are facing in the current market and outline how better identity veri�cation and 
authentication processes can help address them. We’ll also look at what’s next in this space, and 
how institutions can best position themselves to capitalize on innovation across the higher education 
landscape with the help of digital identity networks like Veri�ed.Me, by SecureKey Technologies, Inc.
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Educational institutions require unique digital infrastructure to manage the diverse populations they 
serve. Access requirements for students, faculty, and sta� change continually, and the proliferation 
of online course materials means that digital support networks must be constantly updated. Current 
identity and access management (IAM) procedures in higher education are not su�cient to e�ectively 
manage these shifting demands. As a result, overtaxed IT departments rely on ad hoc procedures, and 
educational institutions are unable to fully realize the bene�ts that innovative digital programming 
could bring to their institutions. Below are some of the most pressing identity-related challenges 
within the education sector, with a particular focus on how existing processes impact both the student 
experience and educational institutions’ �nancial health.

WHAT’S WRONG
WITH THE

STATUS QUO
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RESOURCE-INTENSIVE LEGACY 
IDENTITY PROCESSES

Educational institutions present a speci�c set of challenges for IT administrators, for a few key 
reasons. First, turnover for constituent populations in education is extraordinarily high. Applicants, 
students, faculty, sta�, and administrator roles change with each semester and course, requiring scale 
provisioning and de-provisioning across a variety of internal systems. According to one survey, as many 
as 25 distinct individuals across departments were required to provision a single student account at 
some educational institutions. �

Second, those user management systems are often fragmented. Most educational institutions leverage, 
for example, a student information system, an applicant management system, a faculty portal, and 
a separate alumni and donor database, among others. In many cases, users have more than one 
role (e.g. work-study students or graduate teaching assistants), making e�ective IAM particularly 
complex. For many institutions, this leads to a patchwork of ine�cient, ad hoc IT solutions to manage 
user identities. Resetting a single user password can take IT departments up to 15 minutes. �

All of this is taking place in a resource-constrained environment. A study by EDUCAUSE of higher 
education providers from 19 countries, including Canada, found that the average educational 
institution budgets 4.5% of operating expenses toward IT, with just 5% of those allocated funds 
dedicated to transformational initiatives. For the typical educational institution, that amounts to 
just under CAD$65 annually per student, faculty, and sta� member. � When connector apps to bridge 
existing systems alone can cost up to approximately CAD$132,000 for on-premise solutions, IT leaders 
face a daunting challenge in accommodating demands e�ectively. � Improved identity veri�cation 
and authentication through a service like Veri�ed.Me can help streamline access to disparate systems 
without requiring maintenance of yet another data silo.

1https://www.okta.com/resources/whitepaper/increase-e�ciency-iam/
2https://www.okta.com/resources/whitepaper/increase-e�ciency-iam/
3https://library.educause.edu/resources/2017/4/2016-educause-core-data-service-cds-benchmarking-report
4 https://www.okta.com/resources/whitepaper/increase-e�ciency-iam/
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The education sector as a whole is particularly vulnerable to data breaches and cyber security incidents. 
By some measures, the education services industry accounts for 17% of global data breaches, second 
only to the healthcare sector. � Breaches in this space also tend to arise via identity-related vectors: 
stolen identities account for 53% of compromised data, and hacked credentials were used in more than 
80% of breaches. “Education continues to be plagued by errors, social engineering and inadequately 
secured email credentials,” according to Verizon’s annual Data Breach Investigations Report. � In 
Canada speci�cally, data of 3.4 million students was compromised by the British Columbia Ministry of 
Education recently leading to a new set of province-wide security recommendations. �

Data breaches of educational institutions can be particularly damaging due to the highly sensitive 
information educational institutions handle daily. Educational institutions manage identity attributes 
such income and payment data to educational performance and disciplinary records, to healthcare 
and insurance information. Better identity veri�cation and authentication is needed to govern access 
to this information and help prevent the common mistakes that put it at risk.

The education market is booming. Worldwide, the higher education services market is projected to 
top CAD$1.84 trillion by 2020, � driven by growing international enrollments and increasing demand for 
non-traditional o�erings such as online degrees and professional training. � Full online degree programs 
are becoming more common, and growth in massive open online courses is expected to top 40% 
through 2023. �� In Canada alone, nearly 7% of the population is currently enrolled in some sort of a 
post-secondary program - a total of over 2.5 million people. ��

VULNERABLE LEGACY 
INFRASTRUCTURE

LACK OF SUPPORT FOR EMERGING 
EDUCATION OFFERINGS

5https://blog.identityautomation.com/higher-educations-unique-identity-and-access-management-challenges-part-1
6https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf
7 https://www.cbc.ca/news/canada/british-columbia/bc-education-ministry-privacy-data-breach-1.3424003
8 https://www.strategyr.com/MarketResearch/Education_Services_Market_Trends.asp
9 https://www.brookings.edu/blog/education-plus-development/2019/01/10/top-6-trends-in-higher-education/
10 https://www.businesswire.com/news/home/20190102005394/en/Global-MOOC-Market-Forecast-Reach-20.8-Billion
11 https://higheredstrategy.com/wp-content/uploads/2018/08/HESA_SPEC_2018_�nal.pdf
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A student’s relationship with an educational institution doesn’t end at graduation. Roles  simply 
shift from active student, to alumnus, to (in an ideal progression) active donor. Throughout graduates’ 
post-collegiate careers, proof of education is an important element of personal information used in 
identity veri�cation for background checks, employment screening, and in some cases, even dating 
apps.�� However, verifying education attributes is currently an arduous and time-consuming process 
for both graduates and employers, often requiring phone calls or manual checks. 

Through a more robust digital identity network like Veri�ed.Me, educational institutions have an 
opportunity to provide graduates with an easily shared and veri�able digital identities to improve the 
alumni experience. Educational institutions can serve trusted source of exclusive and unique personal 
data attributes, making it simpler to verify graduation, attendance, or coursework identities with user 
consent.

12https://bccampus.ca/2019/01/25/online-learning-welcomes-increased-numbers-of-canadian-students/
13https://www.weraddicted.com/addicted-to-love-toronto-tries-out-for-the-league/

At the same time, however, the space is evolving quickly away from the traditional on-campus 
experience and toward new student demographics and digital o�erings.

Currently, around 1.4 million Canadian students are enrolled in an online course for credit. More than 
two-thirds of Canadian post-secondary institutions o�er online courses or programs. �� With increased 
student volume and pressure on educational institutions to accommodate demand for more digital-
based degrees and course o�erings, more comprehensive IAM procedures will be required in order for 
institutions to respond to these emerging market trends.

Moreover, cheating is a long-standing challenge for academic institutions. As the volume of digital 
course o�erings increase so does the fear of more sophisticated cheating techniques. Educational 
institutions are experimenting with di�erent identity veri�cation and authentication technologies that 
can help them combat these new fraud vectors at scale.

LEGACY IDENTITY PROCESSES 
FOREGO OPPORTUNITIES FOR 
IMPROVED VERIFICATION IN 

THE FUTURE
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The current state of digital identity in education contributes to ine�ective IT resource allocation and 
holds educational institutions back from pursuing new digital services. But the education community 
can improve on the status quo by keeping a few core principles in mind when investing in security 
and innovation. To meet the demands of the shifting education market, institutions should prioritize 
identity systems that achieve these baseline goals:

WHAT DOES 
BETTER IDENTITY 
FOR EDUCATION 

LOOK LIKE?

EFFICIENT USE OF IT RESOURCES

With ever-changing user roles, numerous siloed functional databases, limited budgets, and large 
populations of students, faculty, sta�, and alumni, post-secondary institutional IT administrators face 
a monumental challenge in e�ectively utilizing resources. For 46% of higher education IT leaders, 
reducing costs is a top near-term priority. �� More cost-e�ective networks will require streamlining 
identity authorization and access to critical information systems. �� 

14https://www.okta.com/resources/whitepaper/increase-e�ciency-iam/
15https://oneworldidentity.com/authorization/
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Security threats continue to proliferate for educational institutions, stemming both from external 
malicious actors and internal mishandling of identity attributes. IT administrators, however, are aware 
of the need to improve identity procedures and are beginning to take action to enhance security. About 
17% of global post-secondary IT administrators have already implemented institution-wide multi-
factor authentication (MFA) �ows, and 77% are in the process of tracking, planning, or deploying MFA 
for institution-wide initiatives.  

IMPROVED INSTITUTIONAL 
SECURITY

16https://www.educause.edu/research-and-publications/research/core-data-service

Adopting a more robust digital identity network is a critical �rst step toward building a digital 
infrastructure that can decrease reliance on ad hoc or manual procedures and reduce administrative 
overhead. A service like Veri�ed.Me would help students, faculty, or sta� to authenticate easily through 
a single gateway to multiple disparate legacy systems, eliminating the need for institutions to create 
their own accreditation or maintain large repositories of student information.
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Higher education increasingly takes place online. The vast majority of Canadian educational institutions 
are already pursuing some form of online coursework as part of curricula. “Most Canadian post-
secondary institutions see online learning as critical to their future academic plans; particularly as 
it relates to increasing access for students,” according to Tricia Donovan, Executive Director of the 
Canadian Digital Learning and Research Association. In a recent survey, post-secondary leadership 
cite the ability to attract new student populations and increase options for program completion as 
key bene�ts of digital program o�erings. ��  

As the relative population of online to on-campus students grows, institutions will need reliable, 
e�cient mechanisms to con�rm that the students accessing and completing online coursework are, in 
fact, who they claim to be. Maintaining institutional reputation and supporting high-quality o�erings 
moving forward depends on remote digital identity veri�cation and authentication.

Robust digital identity networks like the one supported by Veri�ed.Me can provide authoritative means 
to prove user identity for remote access to educational resources. The functionality is based on real 
time, multi-factor system incorporating something you have, something you know, and something 
you are from multiple data sources. As such, network compromise and unauthorized access is much 
less likely than with traditional username and password structures.

Moreover, educational institutions need to rethink their marketing strategy as they compete for 
students based on their digital o�erings. Veri�ed.Me can provide a secure and seamless onboarding 
process that enhances an e�ective and e�cient experience.

  17https://bccampus.ca/2019/01/25/online-learning-welcomes-increased-numbers-of-canadian-students/

BETTER SUPPORT FOR 
INNOVATIVE PROGRAMS

Veri�ed.Me o�ers strong authentication based on trusted identity data from high-assurance 
sources such as �nancial institutions. The services also leverage users’ own mobile devices 
to con�rm user control of data and establish traceable consent for access to information. 
This process eliminates the need for insecure usernames and passwords and provides 
educational institutions with greater con�dence in the integrity of sensitive information.
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ONGOING STUDENT SUPPORT

The long-term viability of educational institutions depends on continuing relationships with students 
and faculty, even after they’ve concluded their active involvement with the institution. A holistic 
identity network can give educational institutions the ability to maintain a close relationship with 
alumni and support future transactions.

Credential Sharing with Veri�ed.Me

 

Institutions can, for example, gain user consent to provide digital proof of coursework or graduation 
for background checks or employment screening, facilitating a wide range of transactions and 
safeguarding user privacy. As an added bene�t, educational institutions can generate revenue by 
providing this service to users in the network, contributing to the broader �nancial health of the 
institution while bene�ting students even after they’ve left campus. 
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The landscape for higher education in Canada is in �ux. To succeed in a competitive market, post-
secondary institution leadership must o�er a broad range of on-campus and digital education services 
to respond to demand from a growing population of non-traditional learners. At the same time, IT 
professionals are faced with the challenge of securing a wealth of valuable information scattered 
across siloed databases and functionalities for a constantly evolving user population. Identity 
processes must work seamlessly behind the scenes to help educational institutions to consistently 
provide excellence in education.

Current dynamics indicate that the broad market trend toward digital education o�erings will 
continue to gain momentum, so educational institutions that better support innovation in their 
own administrative processes will be better equipped to succeed and serve the next generation of 
students. The ability to capitalize on these opportunities hinges on secure, reliable digital identity 
systems. Without these systems as a foundation, educational institutions run the risk of data breach, 
administrative overruns, and foregone income.

LOOKING AHEAD 
WITH VERIFIED.ME
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18http://www.identitynorth.ca/identitynorth/wp-content/uploads/2018/07/17nSa69-Tg151QJnnG9ks6QvEhfIbACUP.pdf

Veri�ed.Me o�ers a robust mechanism for implementing stronger digital identity processes in the 
education sector. The Veri�ed.Me network was developed in cooperation with seven of Canada’s 
major �nancial institutions – BMO, CIBC, Desjardins, National Bank of Canada, RBC, Scotiabank and 
TD. The Veri�ed.Me digital identity network makes it easier for Canadian students, faculty, and sta� 
to help verify their identities and gain safe, simple access to coursework, student records, and other 
protected data. Veri�ed.Me adds strong registration and account recovery services that improve 
identity veri�cation while reducing operational costs. SecureKey is already working across Canada 
to implement more robust identity options for educational institutions and other educational 
organizations. 

In conjunction with CANARIE, SecureKey has developed a proof of concept to strengthen trusted 
identity veri�cation across Canada’s higher education community. The Canadian Access Federation 
(CAF), operated by CANARIE, currently works with 158 participating institutions and service providers 
to develop ubiquitous identity attributes. �� Collaboration between SecureKey and CANARIE will 
continue to explore new use cases in this sector and facilitate broader engagement with the research 
and education landscape.

Building new services with Veri�ed.Me will empower educational institutions to better serve students 
by e�ciently providing more usable, cost-e�ective, and secure access to resources from their �rst 
application throughout the rest of their careers. 
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info@securekey.com
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Visit www.verified.me/education


