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BYOD – what is it? Break your only defenses. 
Breach your own data. Bring your own disaster. 
All of these spoofs of the BYOD definition offer 
glimpses into pundits’ mindset of the enterprise 
response to “bring your own device” as a 
marketplace trend. While there are certainly 
risks with BYOD, there are also clear benefits; 
and more to the point it is a trend certain to 
continue. Let’s examine what is happening, 
where it’s going, and how enterprises should 
manage for it.

There are several key forces driving the trend 
for BYOD. Amongst them is the trend of moving 
employees from on-premise to offsite, most 
often their own homes. In other words: to a 
cloud environment. Then there is the need for 
co-worker and co-enterprise collaboration, 
where enterprise tools are absent but the 
need to be productive and deliver is present. 

In this scenario the tools that are easy to use 
and, in most cases, free, are the preferred 
choice. Additionally, most believe that the 
best cloud-computing productivity tools 
are most engaging on their newer personal 
devices, rather than on their older, corporate-
sanctioned devices.

The same holds true with employees who 
engage customers in social media, because the 
tools and applications that these employees 
need to access in order to do their jobs reside 
on the “other side of the firewall.” And then 
there is the simple truth that consumer devices 
deliver a better user experience than enterprise 
devices, so users just feel more productive. 
Whether this is true or a placebo, belief counts.

Leave staff to 
their own devices 
The “bring your own device” trend carries some 
risks to the workplace, but the potential upside 
for businesses could be huge.



The potential risks
Where is the line between personal 
and enterprise data – and how does 
the enterprise avoid overstepping it? 
Who pays when an employee device is 
lost or damaged on company time or 
for company purposes? How can an 
enterprise control or limit application 
downloads that may compromise 
enterprise data? Who de-provisions a lost 
device, or enterprise data, from a device 
belonging to a separated employee? How 
does an enterprise maintain regulatory 
compliance for privacy, or (in the 
U.S.) the Health Insurance Portability 
and Accountability Act, or Peripheral 
Component Interconnect? How do they 
manage enterprise data that resides on an 
employee-selected cloud service? What if 
that cloud service changes its commercial 
model to put its hooks in to your data 
or delete it? Finally, if an enterprise has 
an anti-BYOD stance, where does the IT 
budget come from to enforce compliance? 
Clearly, there are enterprise risks involved 
with BYOD.

But for all the risks, there are also very 
real enterprise benefits to BYOD. The 
total-cost-of-ownership for consumer 
devices tends to be lower than for 
enterprise devices. Employees have 
reported higher job satisfaction as well 
as increased productivity and efficiency, 
and they are more inclined to take better 
care of their own devices. Employees 
are also more willing to spend their own 
time learning how to use their devices 
proficiently. And they tend to contact the 
manufacturer’s customer support centre 
or search online for support, instead of 
calling their company’s internal help desk 
when issues arise.

Safe and secure
There is another emerging silver lining 
for enterprises to embrace BYOD policies. 
It comes out of the need to offer better 
security and a better user experience for 
consumer web. Password provisioning, 
security policies, and password resets 
have long been support cost issues for 
an enterprise. In addition to the issues 
surrounding consumer web services, 
password resets pose an even bigger 
challenge for large internet properties. 
Vint Cerf of Google has been talking 
about the “Internet of things,” or more 
succinctly, the need for device-to-device 
authentication. Said another way, BYOD 
is leading to embedded security tokens 
being embedded in consumer devices. 
This virtualization of security tokens 
means the security anchor can move from 
strong passwords to strong devices – so 
user passwords can be as simple as the 
4-digit PINs on payment cards.

By the by, the cards users currently 
possess are going to be an important part 
of making BYOD easier to provision. With 
contactless NFC capabilities coming in 
many consumer cards, enterprise BYOD 
services are being architected so a new 
device from a user can be self-provisioned 
by using a contactless card. The user 
downloads an app, starts a Bluetooth 
style pairing sequence, enters user ID 
and password, and finally, taps their 
enterprise provisioned contactless card 
to the back of the phone. The device with 
an embedded security token can now 
be used as a strong second factor with a 
much simpler password.

Whatever the short-term, enterprise 
issues of managing a BYOD environment 
happen to be, they will be dwarfed 
by the benefits that come from the 
consumerization of enterprise devices. 

“Virtualization of security tokens means the security anchor 
can move from strong passwords to strong devices.”
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