
Using a web-based service 
frequently makes it easier 
to remember a user ID and 

password. However, when people use 
many different services—and some of 
them only occasionally—remembering 
passwords and user IDs becomes quite 
complicated. For financial institutions 
and online merchants, managing user 
password resets and application-related 
databases is complex and costly. And 
that’s why the “bring-your-own-
credential” trend, or BYOC, is gaining 
momentum in the payments world.

The problem with app-centric 
enrollment
Today, internet-based services enroll 
subscribers by creating a database of 
users and their associated privileges. 

Users access the service by providing 
the application with a user ID and a 
password, or credential. For example, 
a bankcard plus PIN is also a credential. 
The credential is provisioned when the 
user enrolls in the service. 

Users tend to subscribe to multiple 
online services, which demands 
managing a long list of user IDs and 
passwords. To cope, people make their 
passwords as short as possible, use the 
same password on multiple sites, and 
store passwords in a “safe” place, such 
as a spreadsheet or smartphone. All 
of these coping mechanisms dilute the 
security policies designed to protect 
users and their data.

In addition to frustrating users, 
forgotten passwords can create 
significant management costs for 
online services. In response, large social 
sites like Facebook have allowed users 
to share their Facebook logins with 

sites like Tripit.com, Hotwire.com, or 
Expensify.com. While this can make it 
easier for users to manage their online 
lives, there are limitations. 

Assuring privacy
The first limitation is that social site 
login credentials have weak assurance 
levels. Assurance refers to how much 
rigour is applied in issuing, managing 
and authenticating credentials. For 
example, the low level of assurance for 
a Facebook credential means that it is 
not suited to change the legal title to 
a house. By contrast, using a Google 
account to access a travel site or using 
an ePassport credential to access an 
online government service are examples 
of having assurance levels matched 
to the application’s requirements. 
High assurance levels are critical for 
users accessing applications such as 
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government services, healthcare data, 
tax information and vehicle data.

Neither do social site credentials meet 
the banking industry’s due diligence 
requirements of complying with Know 
Your Customer (KYC) and Anti-Money 
Laundering (AML) guidelines. In 
addition, although users can simplify 
credential management, they trade away 
privacy because shared credentials reveal 
their online destinations. 

BYOC—a new model
The “bring-your-own-credentials” 
(BYOC) trend is important because it 
connects with banking customers across 
identity, authentication and payment 
touchpoints. With a BYOC approach, 
users obtain credentials from a trusted 
provider whose assurance level matches 
the assurance requirements of the 
application the user wishes to access. 

Making authentication a service
The core of BYOC is authentication.  
Authentication answers the question, 
“Is the user that is now seeking access 
to my service the same as the person 
who enrolled in my service known as 
SmartAmy123@biginternet.com?”

Authentication is a trust service 
and banks are in the trust business. 
Governments and retailers have their 
own identification requirements, 
which frequently do not enable them 
to verify citizen or customer identities 
outside of their own borders. For 
example, if a Canadian citizen owns 
vacation property in the United States 
and wants to establish utility service, 
he must authenticate with the utility 
provider in the U.S. However, financial 
institutions already routinely identify 
and authenticate users anywhere in the 
world through the international banking 
regulations. They are ideally positioned 
to help their customers reach web 
destinations and generate revenue for 
providing the service at the same time. 
In BYOC, users’ bank credentials become 
a trust token to help them reach web 
destinations. 

Credential subscribers (web 
destinations) like BYOC because 

authentication is delegated to a provider 
(bank) who is better positioned to 
provide it. Credential subscribers are 
willing to pay providers for the service, 
making them more “sticky” and less 
likely to change banks. Providers earn 
greater trust and loyalty from their 
credential-subscribing customers. 
And because the end user opts in and 
consents, consent directives and privacy 
are core to the user experience.

Subscriber sites seeking 
authentication services also need 
identity and payment services for their 
customers. When a bank provides 
users’ authentication contracts, there 
are upsell opportunities. Providers 
can create new revenue streams from 
selling identity services and wrapping 
in payments. In the previous example 
of setting up utility service in another 
country, payment is always attached to 
the service. By using a credit or debit 
card, the resident can use his Canadian 
bank account to pay for service in the 
U.S., as well as a bank-issued credit 
card. Because BYOC is provided by a 
bank, it simplifies risk management for 
cross-border transactions and actually 
improves security.

BYOC in action
A BYOC model with a high assurance 
level has been running in Canada for 
approximately 12 months. SecureKey 
Concierge allows Canadians to use 
partner bank credentials to reach 
Canada eGovernment destinations. 

Suppose a user wishes to check the 
status of a tax refund with Canada 
Revenue Agency (CRA). By navigating to 
CRA’s online service, the user selects the 
SecureKey Concierge service. A menu 
of partner banks is presented—current 
providers include ScotiaBank, TD 
Bank and Bank of Montreal. The user 
chooses the bank with which he has a 
relationship and the service redirects 
their browser to the banking site. By 
authenticating with a user ID and 
password just as they normally do for 
online banking, a unique anonymous 
security token is produced by the 
bank. The security token is delivered to 

SecureKey Concierge, which anonymizes 
and delivers it based on the target 
destination site. CRA examines the 
token to provide access to the user. If 
this is the first time that the token has 
been presented, CRA conducts an online 
registration.

In addition to strong assurance, 
accessibility and official language 
support, users gain privacy. The bank 
cannot see the user’s destination; 
CRA cannot see the users’ banking 
information; and SecureKey Concierge 
does not know the user’s identity. 
With this triple-blind privacy model, no 
transaction participant has a complete 
picture of the user journey.

If not now, when?
Financial institutions are already trusted 
by their customers, they already have 
international verification processes in 
place and they currently have a window 
of opportunity to become the BYOC 
providers of choice. However, if banks 
do not quickly seize this opportunity, 
customers are likely to go to Google, 
Facebook, Twitter and other social 
sites that are moving quickly to profit 
from identity services. It’s time for 
financial institutions to act or risk losing 
customers to less-qualified competitors.
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