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CIVIL CIRCLES

ONLINE GOVERNMENT SERVICES

Canadians who are sick of 
remembering “a gazillion 

passwords” now have a way to 
access government services online 
without relying on yet another 
pass code, thanks to a new system 
developed by the government, big 
banks and a Toronto-based secu-
rity company, say senior federal 
government bureaucrats.

“As a citizen, I want to interact 
with the government from my living 
room, any time of the day or night. 
Why should I have to wait until the 
government office opens before I 
can do what needs to be done?” said 
Louis Beauséjour, assistant deputy 
minister of Service Canada’s integ-
rity services branch at the Govern-
ment Technology Exhibition and 
Conference in Ottawa Nov. 6. 

While Canadians have already 
been using some online services, like 
filing their taxes, the government has 
made the process easier by allow-
ing people to use a password they 
already have—their online banking 
sign in—to access everything the gov-
ernment does on the internet. 

It may not sound revolutionary, 
but the new program required the 
government to deal with a major 
obstacle to working online—pre-
venting identity fraud while pro-
tecting Canadians’ rights to pri-
vacy and government services.

“The challenge we in govern-
ment face today is to provide 
Canadians with the level of ser-
vices they want while ensuring 
that they are who they say they 
are,” explained Mr. Beauséjour.

The new system works like a 
relay race, with the bank, the tech 
company, and the government each 
responsible for a part of the sign up 
process. A Canadian who wants to 
use their bank ID to access govern-
ment services goes into their online 
bank account to send an anonymous 

enrollment request. That request gets 
sent to SecureKey, the Toronto com-
pany that has been chosen by the 
government to act as a secure mid-
dleman in the process. SecureKey 
takes the request and makes it even 
more anonymous, so the govern-
ment has no information about who 
or where the request is coming from, 
and passes it on to government. 

Lastly, the government gets the 
sign-up request and asks the person 
who wants to enroll a number of 
security questions like date of birth 
and address, to make sure they are 
who they say they are. This links the 
bank sign-in information and the 
government sign-in.

Under this system, the bank 
doesn’t know what government 
services Canadians are accessing, 
and the government doesn’t know 
users’ banking details. 

“This is a privacy-enhancing 
service,” said Andre Boysen, exec-
utive vice-president of SecureKey. 
The company worked with privacy 
commissioners across Canada to 
ensure the highest privacy stan-
dards for Canadians, he added. 

So far, the customers of TD 
Bank, ScotiaBank and Bank of 
Montreal are eligible for the ser-
vice, but the federal government 
plans to bring the other major 
Canadian banks onboard soon. 

The Canada Revenue Agency, 
Citizenship and Immigration, 
Health Canada, and 13 other 
departments and agencies repre-

senting the majority of govern-
ment services are already using 
the bank sign-in system, and more 
are expected to join soon.

“They are very enthusiastic 
about the service,” said Mr. Boysen. 

Pierre Boucher, deputy chief 
information officer for Treasury 
Board Secretariat said that all feder-
al services would be using the new 
ID system by the end of this year.

Right now, every time a Canadian 
wants to access a service online, they 
must go through the sign-up process 
with each department. This is some-
thing that the government is hoping 
to change as the system matures. 

“You can imagine a day in the 
future though when one enrolment 
will work across departments,” said 
Mr. Boysen, who said that as the 
government is more confident in the 
workings of the service, the sign-up 
process could be centralized.

“When you self-identify once 
to us, we should be able to store 
this information so you don’t have 
to prove who you are time and 
again,” said Mr. Beauséjour. 

For Canadians who have credit 
cards with wireless chips in them, 
there is a second way to log in to 
government services from home. 
People can get free card readers 
from SecureKey that plug into home 
computers and look like a flash 
drive. Users simply tap their card 
against the card reader to sign in. 

Right now the service is available 
to Bank of Montreal MasterCard 

users and in the future will be avail-
able to customers of other banks. 
Intel Corporation is also now embed-
ding the card readers into its new 
computers, so that customers won’t 
need to order one from SecureKey.

“You’ll be able to tap it on your 
computer at home, on the thing 
you bought at Future Shop, and get 
access that way,” said Mr. Boysen. 
He explained that having access 
tied to a physical card with a chip 
that cannot be duplicated is safer 
than a simple password. 

The government of British 
Columbia is also working on a 
system that will be compatible with 
the federal government’s new iden-
tification program. Starting in 2013 
it will be replacing provincial resi-
dents’ drivers’ licenses and health 
cards with a single B.C. Services 
Card. The card will also have a chip 
in it, explained Peter Watkins, exec-
utive director in British Columbia’s 
office of the chief information offer.

“If you can buy a donut at Tim 
Horton’s by tapping your card, then 
you have the new chip technology 
that we are going to be putting into 
the new services card,” he said. 

One of the goals both govern-
ments have by going to the card-
based system is to help prevent 
benefits fraud. 

Mr. Watkins said that health 
care currently makes up 42 per 
cent of B.C.’s budget, and the prov-
ince has realized that the old plas-
tic cards are “probably not such a 

good way to secure access to such 
a valuable service.”

Mr. Beauséjour noted that 
Human Resources Skills Develop-
ment Canada distributes about 
$100-billion a year in benefits to 
Canadians.

“Even if we catch the improper 
identification of individuals and 
fraud 99 per cent of the time, one 
per cent of $1-billion is $1-mil-
lion,” he said. 

The government’s long-term goal 
is to team up with provinces and 
municipalities to make the single 
sign-in compatible across all levels 
of government.

“We did not think it was accept-
able that credentials that you can 
use to log into federal programs with 
would be credentials that you cannot 
use to log into provincial services 
with, and vice versa. If a credential 
is good enough to log in and get 
healthcare services from a prov-
ince, that credential should be good 
enough at the front door of the fed-
eral government,” said Mr. Watkins.

Mr. Beauséjour, who noted that 
he has 45 passwords right now, 
said that the government is in talks 
with other jurisdictions, including 
British Columbia and the United 
States on expanding the service. 

“Over time, I fully see that same 
service to be used by merchants. 
So instead of having, again, 45 
usernames and passwords that are 
not so secure, I’ll be able to authen-
ticate myself with something that 
I’m used to exercising on a daily 
basis. I’ll be able to use that every 
day to do all kinds of transactions 
without having to remember a 
gazillion passwords that frankly 
are not all that safe,” he said. 

SecureKey began working 
with Treasury Board Secretariat 
and Public Works to develop the 
identification solution as part of a 
larger group of potential suppliers 
in 2009. In 2011 it was chosen by 
the government to put the program 
into place, and it took eight months 
for them to launch the system. It 
has been online since April 1.

The company has a six-year 
contract with the government, and 
according to the Public Accounts, 
Shared Services Canada paid the 
company $16.5-million in 2011-2012. 

Canadians’ service expectations 
and pressure to find budget savings 
are two of the factors that have been 
pushing departments to go online, 
said Tammy Labelle, Canada Rev-
enue Agency’s information technolo-
gy director general of best practices. 

“The big one we’re looking at is 
how do we reduce costs? Online ser-
vices is seen as a solution for reduc-
ing the overhead associated with our 
manual processes today,” she said.

For Canadians without a bank 
account with participating banks, 
or those who don’t want to use 
their bank ID to log in to govern-
ment services, the government has 
developed a similar service called 
GCKey, noted Mr. Boucher. 

Mr. Boysen said that one of the 
advantages of the new system is 
that it lets the government take 
advantage of existing security 
and technology.

“That’s our mantra, no new stuff. 
We don’t want to put any new stuff 
in your wallet, we don’t want to give 
you new passwords, we don’t want 
to train you to do new things. Our 
goal is to take advantage of things 
you do already,” he said.
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By JESSICA BRUNO 

Service with a smile: Human Resources Minister Diane Finley, centre, is the federal minister responsible for Service Canada.
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